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(57) Abstract: 

PROBLEM TO BE SOLVED: To provide a deterministic 
and history-free plaintext string encryption method. 

SOLUTION: An encryption method, by which a plaintext 
string is encrypted into a ciphertext, is started when 
the plaintext is encryption block chained (CBC) by using 
the first key and an empty initial setting vector and a 
CBC message check code (MAC) with a length equal to 
the block length is generated. Then, the plaintext 
string is encryption block chained again by using the 
second key and a CBC-MAC as an initial setting vector, 
and an encryption string is formed. Prefixes of the 
encryption string including all the blocks excepting the 
CBC-MAC and the final block are combined together, and 
the cihertext is generated. In this process, an 
encryption using mode provided with a length 
maintenance property is also provided with a such a 
property as makes the related plaintext generate an 
unrelated ciphertext. 
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(54) 2^©«£&ffll,Ti#iMrr*;^*«ktf§lS© 


(57) [S»] 

[MM] »3e»«a»o t ^ h 3 • 7 y -fc^X* b 3 

teas, JBlwWait^SttJHKS^ b/v»fr<6fflur, 

^XS-Bf-^ynjy^jg^ (CBC) U ^o 3 '^5l:§ 
U^$OCBC^ ivir— i?fl||g3— K (MAC) Srdfc 

©CBC-MACSrftILt, Rf-f-^ct s> *jggi£*K 
BfHNfc;* h y V^Sr^JSfci-S. CBC-MACfci(?f 

^©y^^y^^fi, lE^fe£ftTift#:ft:fr£j£ 


¥3££ LT C B C -M A C 

_^70 
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1 

y*— Ktw-ji-rs^y^J:, 

mw.¥-x* h v mtmwm. *&.xm*.* y* 
—i?mm-=>— KSHSMbr. msmzwim* y-t— s% 

»=»- Kfc«#-*-a«HWfc;* h y y^SrWtS^rj' 
rt, 10 

3 ] WIE^ y-fe— S*»»=»- K>5S. -Ivy? • 
IW**4] MIS^o^^ • 1M- 7r^, DEST?*5 20 

r h &mmt-r&. it** 2 i-fE«©B&-5Hk;!7 

(bmm-yvyf&m^tchtoX'hzz.kzmmb-tz. 
m&m 2 Kia«c©Bf -inb^fe, 

[11**6] WfE^ yir- SJlBIa- ^o?« 
[ft** 7] »l*5«t^2©«Sr^fflLT, 

y >^Srs&#5:^ h y ^fiz.m^k-rzir&r'&ox. 

( a ) WiE^f 1 ©g&j3.£tfSg 1 ©HfflHtot"** h^Srte 30 
MIS^X^hy^^SrBf-f-^cts/^a^b. s 

^S^Dy^ftt^bV^ y*-S?flMB=«- 
( b ) IMBUS 2 05«t*3 .fctffi 2 (DtOffltS^^ |VV £ b 

J$rt-Z>* 1 ry-7h^ 
(c) INE* yfc~5?*R=«— K*5,fctfiMlfBBf-iHb;* b 

^^m^-r^^y^t^tf^mo 40 

[ft** 9] Mem ©%0JMRJfr<* fvW>*> b 

tSr#^:t-rs, ft** 7 KiE*©2r&, 
[ft** 1 0 ] MI2¥^:^ h y £ 5/ ? 

^(o^mz.mx.^z.h^m^h-t^, f#**7icf2«© 

[ft**l 1] mU¥-X* hV y?<D&&&. ftJiB^o 

y*&<Dmm^L<fo^t&&&}:-rz>, ft** 7 50 



2 

[ft**l 2] *=ry7 (c) fltrE.?* y-fe— S^ftS 
=»-K*JJ:tflllBBffe»»Sr5t«lfLT, WIBB»**^ h 

y ^«r»j*"*-« r. t&i&®.b-rz>. m#.m7iz.mffi<o 

3] AWE***;* h y tfiia^s:^ b 

y v^t^bVNft^^*-rsrt^#S!ct-t--5. ft** 

[ft**l 4] iJWBjRl:feJ:lJ t *2©|fe9*, 
i»*WS*bSri:ft««i:-*-*» ft** 7 fcfls*©# 

[ft**l 5] 9Sl»£xm2vmitt>&K.'7xiy? • 

-ft* b y v^sr-g-tfBt-^-x^. h y V^Sr^pX^. h y 

15^ y1r — ^^3— KfrftA bT, KfEB<f#ffc^ h y 

( b ) Wimm 1 ©IMS iU^StMHK^^ b 
-C, IttCW-Wm^hy^Srlt-f-^By^ittMU * 

y * h y v^Sr^-T^^T 1 y T'i: . 

(c) «f|B*»^o y?k. ffiB^t y*— e^lttRa— K 
l^ttSKneJBl«>ttK:X<5<^py^ • ^-f 7 r <om 

(d) itnei«H»MK^ h y v^&itftfjis^isisoM 

[fi»**l 6 J mrfE^Oy;? • W7r*5DE S"e3t>5 

[Ht&Kl 7] (c) (cj3tt«9f£BBft^ # 

i»**i 8] mfai&mb, 

Sfris^x^ h y S52©gi, ^iu^tfriE^ y*— 

t *-&tf r. t Sr#®[ t i-s =« > f » -?*m a 
#3t^ h y ^^sr^ps:^ h y v^Bt-Jt-fliss-rafcfe 
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Iffii^py^i. SWEJB2 08WMiSr«fflL-riMB 

y s^iMBa— h'&mm tt, imb^x* h y > 

**ry7k^ 

( c ) flWB* yfe~5?*R=— Kia*trtWBHHHs* h 

y ^^©— fflfciaj^to^rie**^ h y ^Sr^jfc-r 

■5 x x y 7" k «fc 9 setf 5 *K 

y^^^j^ga^ KSHSfeffl LT\ SfliBBf-JHb;* h y 

( b ) ttJlBSS 1 <Dmj&ZXt&fflm&<* bvHfrttfl L 
T, W»*-MB«^by^«rB|f*^»»i/^as||U * 

(c) flttBftl*:/i*y?&. jmE^yt-i?WB3-K 

ic*srt5iwaiKi«>fiica6<5<^By^ • -y--<7r©3S» 

(d) mmm-fmm* b v ^y&zxtmmffijzmm&m. 

[000 1] 
[0 0 0 2] 
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<©*§^-a*Lv^i:tt, — mz-m&btvx^z. ;p 
tt«*fcj&*flw^y— *tt#ftL*v\fc»fc:, Bt-f-fb 

ttRf^&S^i-M^Lfcimtt&k^v^ y-fc-i? • * 
v. 

[000 3] ^By^.t-f7rtt. — *»fcflHWfc;# 

/u-e&So ^'^•f/f7rtt, ( r i j ^h©) 
@5£ft©y y-ter-v 5 Ofcfc) ( Tkj t*y 

b©) SiWfiJ^lcD'btt-. ^U^IJOPtfX/a;'^ 

20 • -^-f 7rtt, IliiDEST/^'J/A 

lei 5 *>©-?*>•), 1 =6 4*5<kt*k = 5 6Sr:frU 1 
9 7 7¥ 1 £*Hffi&#anMMtfT TD a t a E n c r 
yption StandardjNBS FIPS 
Pub 4 6lciE«£;h/ri->5 <) DE Sff>£ jft-^n y 
9 't^77li« 3t Cfc£*.tt\ 6 4 try b) ©1£— :7 

7 7li, MS>a»© rfff^j^^e- kj i:*v^T«fflL4 
tttufft&ftvo. - ©J; SfcWHWUJl*— K©#< tt, 

TV^5t©ttBiF#^ciy^^ (CBC) t?ife5 e CB 
Cfcovvttt, 1 980^1 2^XBffia^rff4Un%fr 

TDES Modes of OperationjN 
BS FlPSPub 8 1 (CiE«c£*VCV>S 0 bd> 

LTL*5*>, <>b<ttM**Hji¥JCa I lflasWf**«r 

5. M#fc*FRT?$feV*#K©T7'y4r-$'H > ' 

-<>tt. ^*i:3a*6«){c:^mbfc3fi@©-fe-dr 3 .y v^^S: 
40 ^t^.TV^5 c , 

[0 0 0 4] Bt-S-^oy^** (CBC) tt, TOMB 

h/vj (iv) iz.M%., m&m&&wk-rz>o 1 
-try b© iv (-^coffitt. ^ y-t— v?t#jc^ie>ns 

#r:, ^hy^x = x,. . . x. 1 

h©, n7*0 5'^i6^^5) tt. E„„ (x) = 

y,. . . y .kft-fHtiSfr, ::-?y,= IVi>oy,= 

f. (x,+ y„) -efe^o CBC*^c^c*5^^r, 

^©SSl^ny^tt. ¥X<0%t$)<O-7v y^tft#L, 
50 Bff-§-3t©S2^Ciy^tt < Jp5l©*^!]©2 0©^n y ^ 
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astixitwttt. ivtm&<DW&. +&\z&±btt.-w 

[0 0 0 51 CBC^It «$*ffc£*l.5¥:S:fc: 

txli, gfc*f#*s E .„ (X) i:E fc „ (X') fcji, 

&*t#tt:Xi:X' ^o^ii^St 

^v^^fjfiKS^r-f/HcisvNT, 7#I©lB®S*&as 
i\ r©^Ha^*>*tfcS*ra. tt^^^JU;!?^!! 

[0006] ^Kna-t-sfim^ rjiiftj -r^cBCBt 

©Rf-lNbKJU t^hyft# (fctJlfcf, IVSr^5»-fe— 
v 5 • #?>-*©BS$ci: L-OGUSU IV^yt-^i 

*m LfcSff #1" <fc £ * y-fe— 5?©^5Sfllt-»BU*v^ 

[0 0 0 7] 

•^77 *^-r«fle*ttiif©i*iwfcaBfett, g£© 

:£{cK1-5ra$a©$t»^5;&-eM£ Lv^©-m/«e 

[0008] ufc^or, *»m©^*b«»«, sw£8& 
W^ot ^ b y • y y —t£¥-Xx h V isfft^kttm 

[0 0 0 9] *%9ll©tt©gftM:, «-§-;£©:& Bf 
[0 0 10] ;$:38gH©ft&©l6<Jfi, Bt-f-fkSi^S^H: 

[ooii] &&w<Dm<osm*. #R»-^fb«*fettBif 
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[0 0 1 2l J|c»BJJ©te©B«H4, VtMr-7vy?XM 
( C B C ) © ft Idg^S < fi $ fiHWtHMI-flSfrS 

HfcfeU CBCBt-^-fk^5«*n©^14*3<t^ 
«8l«IBI«^i!MR-r&-i:t?*)S. £©aafeB\ 

10 5 0 

[0 0 1 3] *3§§g©fliL©g6<J«3\ l^oy^Oft^© 

«»sfctt$wft©*s y-t— • * h y 

So 

[0 0 14] 

[RH^fl^t-S^i{>©#a] *»5B©£U:©fe&l«c 
f&©Btfj»*. *l4sj:tJtJ&2©|&tt*;M6fflU 

h y v^fcWf*:*:* h y v^m^b-rs^teiusv^c 

UliS^ns. i©2r&l*. fgl©$i*5<fctf@£ 

BC^j/t-^Wn-K (CBC-MAC) 

•So ■?:©«* S£ 2 ©»£■<££! U *7fc±|E©CBC* y 

TA^by^©!**:/*? 0 
WHWb* h y C B C* y-fe— S?*R=i 

— K*5«fctWHb;* by •yifo>7'\'-7 (ifi* 

r©ftifett, -Tft*p*> 
30 7'W7-Y?'^^.*s*»l-^n.y^S-Kf<-r'<r©^ , n5' ; 5' 
t'&tffc©, Bt-§-5:©*$*S5p5:©ft$i:^b<ftoT 

[0 0 15] LfciioT, »*bV^&fcLfci6SV\ 

*fCBC-MACfc4*U ftfcflf#S:a#©— «R5*r 

v^*4*^r*-5oify h©^ by >?&n&-r?>) -?h 

40 ^^-C^J5j£$^cCBC-MACT*>5o r©2o©X 
JMCtt-f-SHM:. SUffl-CfcSo ^©^ffitt^ ¥3t^hy 
lo©:/B?^©A$©ttft©ft£fr3r-*-S1§ 
Bt-g-3tSr^i-S©l^ffl-C*>-B. i©**©^ 

[0 0 16] WH|-A*Wf-WIKi-5fc©fcM:, ^2©|i 
*5iUfCBC-MACSrl0ffl^^<jJ' h/wirUT^b 
T» Bf#^k^ h y V^ffi^BtHS-^f y^Jl^^^ Bf 

■^k^. h y uTBt^sss^ n;y 

50 ^tt, SlOSItSlV^ffifflL^ Bt#^oy^51«l 
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C-MACfciS*ta»10#iK*<5<^ny^ . -fr>f 7 

[o 0 1 7] #&w<Dm<onmz. r<D±5ft#8s«r* 

*&W-*5l^Tf2, ^W©«*tofrifcH\ T'Ptyt 
T'Srff 5 fc&tc^nir j/^jc J: oT^StbS^^n 

[0 0 18] EJLktt, #^KO<fc<9BI*Ofc£gM<D#E 
10 0 19] 

^fc^— ^ 2 0(2, ^f^«^^h2 1, 
K2 2, 2 3*5<tt^*^S*2 4^A/"CV^ 0 

2 4 ©BIBB 2 6 tt, ^7 • If • *f 

>9—?^—* (gui) &^-rz>ti£>\z.$im£ti 

• >^2 5«r, Mffi2 6 _bco#^{i©C7)^^ 

• 9 hzm-fT^r ayj^ist • 

[0 0 2 0] E]2f2, gll^SWc^yt/V • ^> 

3o isxT* • h 2 1 12, tt*&4ftjAS%£SgSR 

**<O^^A • ^*3 1 §r-&A/?V^£ 0 -v-f^nr/n 
tjxt32tt, v-:*^* HcSatt*nT*3D. 

y (ROM) 3 3 43*1*9^*7^*;* * (R 
AM) 3 4fc*oTif#— hSift/O^o IBMPS/ 

Pi?;ylH2, 3 8 6^4 8 ^n:/P-fe3>1ffcif0> 
IntellW^oyPt^loTfeSo 68 0 
0 0, 6 8 0 2 0, 6 8 0 3 0W^P^nt^t©<l; 



^K§¥8-2 4 8 8 7 9 
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5^ Motorol a ^ o^Ptyt, I BM 

ttfiPowe r PC^^o^ot^tOipia^f 
t£ R I SCv^^n/ntiyl fcWHew 1 e t t 
Packard, Sun, Intel, Motorol 

vtf ^jc:*5V^Tffiffi-rsr:fc*s-C#S^ m 

[0 0 2 1] ROM3 3(2. K£*fc* *WS© 

10 r/^*— KSrfta»"t-SS*AUiAv'^r L * (B I O 
S) Sr£A/-CV^ 0 RAM 3 4(2, ^ V— 7 1 >f >^ • 

(2, ^fiN-/^3 1(^i$ll, RAM 3 4, 

K • 7*4*9 • K9>f ^3 6. tT— • *f4?s9 • 

K9>f ^3 7<DM^— #V 

fA»/U3 ll^JttfcCD ROM4 2H tit 

[0 0 2 2] ^OffefcrOv';*^* • 3 1 fclgHRS 
;ft,TV^<E>J2, ^^F-3>hn-738, -r^;* 
•^yfP^-73 9, • ^*Zs hn^7 4 0, 

7*4** 4 l/^ifco, i^^Affl^^yh 

n — y-C$>6 0 ^#-F^ybn-738ft 
tft— K2 2tfV^- K9*T • >f — ^Srtfcfe 
b, • hP-7 3 9(2, ^9^2 3©^n— K 

t3-9 4 0(2, *^3S«2 4(C^— K^cnT • <<l/9 — 
30 ^Srtfcfe L, ^r—f^^r • 4 l 

(2, J*tf— 2 5 a t 2 5 b K^^T • 

— X&htib1r 0 > • y >^ • T?790> 

[0 0 2 3] LV^HJIS«<D 1 o(2, 9 

* * t^** • ^^ey 3 4rtt-^e-r^^-K * 

40 a^fcTa— ^ • , tck?L&^~ K • 7*4*9 - K 

7^/36rt, ^fc(2CD ROM4 2-efWlCttffl 
^^53t7 f -r^^tb<(2^n>>e°- • 7*4*9 • K9 
^3 7-t?*j»l«JJC«fflStti7i3^tr— • 7*4*9<0 

ft*lfe^ 7^ ^ ^fr*tr-f S J: 5 $ K 9 * 
T, 77- *^^T, *fcttS5>JcW»&l61S»c*5V^T 
50 t^ff-C^^ 
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V f » - ^ _L -C ^1 56 £ n 6 r i Sr* El V fc t> <£> t? S> 5 

r^vt^-^j fci^JBKI-tt* *t>J£v^*KHi: 
***S-^*.e>^ W^T^y-jr— >3>W4H*>5ft 

[00 2 5] nt?H3Sr#it5i, ^Zfc* b y V^ 

l*f<D©35Si 1 *5 J: tf» 2 o» 

/v (IV) SrffifflbTrtP-g-^n^^iittStt, Rf-^Oto 
ft^tJ 5/ ^ tfcS C B C ^ ^ t-^iln- K (MA 
C) Sr^j*-*-5o **ryrfl 2K*5V^T > b y >- 

^t*. ^*w:»2«> m&±nwmfe^? b/v 

t LTOCBC-MAC (^y^7 0"C4*) Srttffl 

b y ^^Sr^fej*i"S 0 y^7 4{C*5V^ > C BO- 
MAC (^r^^7 0"C4*) *J;UWHfc;;*byv^ 

Sr4J*-rSo riDflfHWb^byv^aB^H:, r^w^ 

[0 0 2 6] Pff-g\£ (g| 3 CD/W- ^ ViC J: 9 <DB£ 
B4|C*3V*T*£ih/a^5o *"ry:/7 6\C 

*2<D8^«*5j;tW?J»!R«'<^ b;^Lt(OCBC- 
MAC (^7^/7 0^4*) SrttJBbT, Bf^n^ 
^^l£<fcoTBf^^$;ft5o ^T^^7 6lt Bf€* 
b y ^"ryrfl 8fc:*5Vvr. B& 

HWfflB* b y V^m, KSl <D|ft»J:t*ffi I Vt*fflt 
Ifc-^ny^SMSSiU ***:/ny^«r*-rSt>5 

r COS)^^ n y 9 t M 1 CD®{C*<5 < C B C - M A C 

78 2»c*5ivc. Bf-^5?^* b y V^*5<tr5gf«H«<0 

[0 0 2 7] Bg-JHfc/l'— f^f?'7 P 7 0*5<fctf 7 2 

So £0>/U— ^VHu »Of$k^t5 1 try b • -f 
xiy# -W7t i (DESOiSft) k 
try b«a«rflyBb"C 1 try b^xtcSJB£*Lfc:/py 
9 - :7r<offl"cs>s 1 try b<DX b y v^S: f 
. (x) T?$?+ 0 £ hKs ±!5(DJ:5tc N mi<omsio^ 


k (0) 0>*#J©k try b"C*>?K a,ttfi (1) CD^ 
#Jtf>k tfy bfcftSo 0 5(C*5V^T, h y >^ 

*tttf!l*©fca{>ic-t^^6 4ify b^Py^si 
0. i-)Sfo*>^W-6 4 0 try bSr-&tft><Oi:<E5£i-S 0 

ix,. . . x 10 -Cfe5o ^l^^byv^fi, Bt-g-^ny 

©JiaoSSiW^^IlK^^ bA- (-rsfcto*, I V = 
10 0) SrgJtBtSo Bt#^uy^iS«/W— ^^8 2 

^oy^ywtt. 6 4 tf y h^if^P^^ii^ yi? 
— S?flfcfB=— b\ i"**>*> tcbc-macj -cfc^o 

[0 0 2 8] »2^^tt, H6I^*5V^T**^ 

^ y^-v? • ^ b y (-r^t>^^) w^st^- 

>^ny^5g^Rt^/^^V8 2K«J|&S*t*o bd* 

^2<?5 (@^) *aiT?*>D, ttJHKft^^ b/V 
20 tt, El5{C^^tLfc^lcD^^iC*5VM:^^ttfcCB 
C-MAC (-r*t>t>y„) -Cfc^o fe«^tt^t 
fc«H§*fc* b y ^^14, y^y'iy 1 ,. . . y'io"Cfc 
So ^KO^n^^"C^2^^^^Tt"So i5^i; 
EI6(c^3V^T^^^^fe^^y^ .f^77f J^IrI— "Cfe 
Sa5. rHttiK^"ett*v^i:^«ESttfcv\ ttt 
Bf-^XW:. CBC-MAC*5<ttfBff-§^b^ b y V^<0— 

30 Bf-g-XofiSasspx^byv'^ofiSfc^bv^t?, r. 
-To 

[0 0 2 9] 1 O^ay^cD^ by V^ySrBt-g^lR-r 
y io II y * i y * 2. . . y ' « 

Bt-^^/W— 3-XO&*Ty77 6, 78, 8 0(C*5tt 

*»f^tt, tttWH?. El 8, H9Kisv^TiSSiLfc 

ii9-C&£o EI7(C^:$^S<t 5^, ^!//7 6lt 
f 2<D«a^<J:t;i V^UTCOCBC-MAC 
40 ^*>, y 10 ) *«fflb-CB»*fb^ by V^y' 

,y' 2 . . . y\ Urix7 p 7 2«) COCBCBt-g- 
WK8 4Sr-&A/t?v^5« Lxm^nU^ivt^ b 

by ^x,x a . . . x,», mi^si 

a.fcffll VSr«fflbTB»#fls*ix (CBC84W 
9) , *»^i3y^aSy."t?*>S^ by V^y 
iyi. . . y.Sr^ja-r*. H9^&AtWi5J:5 
50 y 9 ^, y 10 (^(t^lO«ll^<^P^^ • 
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11 

iNf:7T f (ommth, 9f£Hft8 6 XO 
R) *fM(t*ftTx u ftftj«i-S 0 t<D^ ¥Xt±. & 

5 F3t= XiXj. . . X 9 || Xio 

[0 0 3 0] ±|B©»*bV^J6W-ett, XT y 7 7 2 
KfcL"r«F*^oy^ig«firffifflLTV^6o L^L. fife 

70) ^^*5v^re*b<«ffls^t-cv^s^^ ft&<Djg$=a<D 

MAC (tl<tttt©^Py^ •H->f7rUS ; t-K) 

JS*- 5 ^ i 3^tf# S - t K®M£ivtc\,\ (Pi-iKK4 
rtit mCO 1 tf^y hOOMAC*5J;I^m<D#^ 1 If y V 

^£tb£ 0 _blB<Z>J:5fc^ 12^11 r^MACSr 
IV^LTS2^)»a 1 ^{:«fflLt^ S?*«F 

[00 3 1] Lfc^oT, #3&Wcd J: 9 -««*«B«fc 
:(s) 


12 


20 


30 


*£/£1-& 0 r<DJ;5fc rnK^J «#4rtt, WHWb* h 
y fmir^X&i? v MAC&mte&^&b&lc 

;* yt-i?S(B3- K*5 <fcTJWHfc* h y ^^co-SPS: 

*2 0|i4Sj:m4ACSr<fefflbTB|P#»|«^ h 
b y ^^43 ±t«B 1 <Z>«S:ttffl tTM/n 
Lt N AJtt^n^^jsiWMACtniSttS^KOWcS 

[0 0 3 2] WKOJ; 9 &MfeltttrtRJ«r* £lTfc:3ft*< 

r f Sr3Ml-r*rfe^J:?)H*M-6 0 fciittf, f#D 

tf. IDEAtfc(iSKIPJACK) fcteJBI-* r. i: 
&X%& 0 S^B^S:, a= (a 0 , aj . ^^"C| a 0 
I = I ai | = k £ U tLtclffiQ* bV^i? (0°= 

6 0 <m>flS, &Lm<2 x &\\?i?Y<D7x*yir\zM-fjr 
fttSrJ:t*ttOit5. tttWl ify h«>, s 
^P^^^feJSKS^ hy y^m = m, . . m,i:#t, 
a 0 (-^(t^mC7) (ltf^h) CBC-MACIi, 


[0 0 3 3] ^rtx^ N BS-^ibbJ: 5 j'-fe— 

1 1 =. . . = I x rl i = i i x n i ^ i b-rz>. 

ffi^ I xi I ^ i m^iki-^ r^/vj 

[^2] 


X n-a X n 


40 


t-T^o I x - 1 = I x | = l t*5:ti:«Sii& 

[0 0 3 4] flf*ft**E. (•) ttlfc<Dii9T?*>5o 
»3] 


x<D (WfflrttS*»ofc) S^Oix^S:, x©®2^t>JK50 


a 0 tC*3(t2> x' © 1 tr?' h©CBC-MACi:t 


1 n-2(C*fb. 


(8) 


8-248879 


13 


[£M] 


t-tZo mm^ i x. i = i ©*§-£% 

t-rso *b-?t£\>^w& (.-r^fr-bi^ i x. i < 

1) » y„£r. f .i (y rf ) ©*S0© I x„ | If 3/ bt 
x.tCXORifS. ^©Bf-Wb^SfeB:, R^ft^n 
5» P fcSffl "Tffi'fe C B CBf -Hftlffl*— KOUaHWBlf 

IBM CUSP/3 8 4 8^*-XAi:lftf 
*tTV>5. ) 

• E. (x) =ty,. . . y, a y.i: 
fem-fZo irt£t>ib^ x ©RlHHbte, X<r-nr-721>>b<0 
m^X&ft? t TNfcS. 

[0 0 3 5] 3{BbfclfM££fry= t y.. . . y„- 2 y 

.iU, Hf-^Si«, &© J: 5 tefrfrfta. 

• ^s^l. tta.-CBif-f-Xyi. • • yn-iy B Sr 

1=>. y,= t t U i=l n — 2(i*J-L> 

[&6] 


m7] 


|y„l=f 


[&8] 

t-t-5o *5-cfcv^ is 1 y . i< 

1) . x„3r, fa (yJ ©ft#J© I yj Ify bt 

l$k9) 


t U 


1 0] 


[00 3 6] m^k&g:£&&&Zffi%-. ffl 


14 


3>-fe— ?»B3- K t \Z*m<®WFm 4, 9 3 3, 9 6 9 

„(t) f.((t + l)mod2 1 ) f. ( (t+2) m 
o d 2 1 ) . . . ©S£ I x I tcOX 

^n-fe?/-i?-<D^<lr2fStJ:-r^rtl4. Rf^^H- 

10 [0037] *mtomttm0>tt<oAW3*3*mmw 

^i&Kfc/fcS, fcfc^fi. r©&ifchfc, T'ahzz/w 
• ^ • ^-—^ h©7-f— /WKWBjHHfc, 7r^f A-© 

ri/— kj {c##l&v^i£t?©:7t^^©i^^ 
A>©^ s'-fc-i? • if h#^/B*te4^?rafc:*:*.J: 5 

20 ©-r^TSrBf-i-flib-C^Sr t*s-C^Sit^M*L 
V\, 

[0 0 3 8] W-h§8*$^fc#«©HJ£^JW:x 
^©B6<)S:^-r-57tJe>©f&©/w-^^Sr^SS*fctt 

HSr^l».-r-5 t>©-C«^v\ 

[0039] Lt, *56K©«^iSbTWT 

©*«^B8^-r5o 

[004 0] (1) »l*5J:U!Sf2©Si§:^fflb-C. 

30 h y ^^srBt-^six h y ^^m^-it-r^^t^ 

wimy-xz- b v MIE02©®, *5£imfs* 

?y?k. tSiEBt^kx h y >^©M^^^tfil2^ y 
•Sr^ 5^T5'7*i: Sr-^tf Bt #<b*& 0 

(2) Mia^fSgp^MiEBt-i-^^ h y ^©-gp-efc 

40 5i tSr#®t-rS, ±|E (1) Jc|H«©Bf^b^j£„ 

(3) tftlS^ y*-i?«da- K««, -7v?9 'W7 
T n 3/ * ig^{c J: o r tm $ r. SrW® i: 

±IB (l) fc«*©WMWb#«fc,, 

(4) MIH^a^^ • W77i s > DESt?fe5ri:Sr 
WRfc-t**, -tfB (2) fc|E«<0«f-Wfc*St. 

(5) tMEBfjeawwj, «na»#fls^by^*»6>*i» 

(2) K|E«lO«f*flS*«6. 

(6) KUB^y-fe— S?«B = -K*, ^^li^l 
50 VNg^Sr^r-r^r tSr4#mt-rs. ±B (2) KIE&© 



15 

(7) aU*5<fct^2<E>®£ffi/SL-r. ¥-Xxby>? 
Zft^X* b V >?\m^h-t2>J>m-e1boX. ( a ) 

mmm i <oii*5 xvm i ©tasits^^ b/w^teffl l 

T, lifiiE¥:fc* by ^fcte^p-^jigiU 
^Ps^Si^bV^ y-fe— S?$S»=i — KSr^-T^^. 
f-y-fh. (b) lW|ES82<ag^J;U!|&2©^fg^ 
? b^t bt<DBr|iE^ s^-fe" — -i l?$m="- KSrffifflbT, 
ftfJie^z^C^ b V ^j/SrBS-^yn s^ilSSU b 
V ls?*$L$L-rz>**Ty7h, (c) tfrfB^s'-fe— 

(8) msmi&&&#. swBWf^fis^ h y ^*»6>*» 

(7) ^|S*©^ffi 0 

(9) WIB^KD^SSSS^^ b/V*s. b/Wt?fc 
5rtSr#^ti-S, JiSE (7) (C|S«<D^& 0 

(10) WIB¥3t^ by ^5/»S^^5, ^P^fttf^ 

^ctc^uvN^ts-^t-rs, jiia (7) izmm<D& 
m„ 

(11) atrial*;* by >?<oM£&. mm-7w?& 
<omm^v<t£^z-k%¥f®ik-rz>. jlis (7) t^ta 

(12) (c) MfE^ y-te— S>«flB=» — K 
43j;U«MfEFf^^Sr5SMLT, HiiEHf b y ^ 
Sr^-rS^tSr^mt-f-Sx -hlH (7) (j:|B*05* 

d3) iwaflni-*^ b y >-^* s . *wa¥x^ b v 
b*$i.\,^£%mi-?>zbz¥fmb-rz>, _ue (7) tc 

(14) MflB)ffl:|3.1:tJC£2 0>|fe9^ «ttf»>&9#tU 

Ztl&Z.kf:¥?mkT&* _tia (7) ^|E«©^& 0 

(15) ^l*5±:^2(Ogi/j:^m::^as/^ • 

r Srtfeffl l/t. * y*-y»B3- K*i .fctWHfc;* b 
y v^fc^trftHW:;* b y b y >?Km%- 

WltS^STJbot, (a) fifflBfB2 0)ttl3J:tf8)Xi 
ttJfe"** b/Vi: LTOWIS^ — Kfrttft 

Ut, ft(|EBt-g-fk^ hy V^SrBf-f-^nj/^a^b, St 
*SWR^hy^«r4iai-*^s'^i:, (b) MIBflS 
lcoS&fcJiU^foJBfS:^;? b/Wfr^ffl bT\ M1BB£-J§- 

«f»^hy^*«f-9-^ias'^at«iu t^o-^^ 
wi-s* by v^s-^g-rs^^^T-t, ( c ) BfliEg 

SIMM'S ^y?'*:, (d) «tr|2«r^-«|^^ b y > 

(16) ttlfE^os/^ • t>f7r#DEStii)5C i:«r 

-MB (15) KiE«<D#jfe, 



«W8-2 4 8 8 7 9 


(17) ^fy^ (c) fcjsrJSMJfeH**, tflHtHMtt 

Wfa-x?3b&Z.k&&mk-rz. _t|E (15) K1B«©;&- 
Sfc. 

(is) mfemmk. spx* b y Vi/s-Bt b y > 

ttris¥2:* b y v^*5 ±u*s& i ofifrtt^ ur ^ ^ 

KSrW-at-r^^t , sfris^^ b y v 

10 L-Xm^it^hV ^7 &$Lf&-rz>^Wck, MfEBf^b^ 
b y ls?<D-&*mm* y-fer— i?K«3- K 

it* b y b y hyy^ 

£titz.?*v?'7^fkk*^^ ttlE^P^A^g: 

— i?flWB=»— Kttfeffl Lt\ tflfSBf *ffcx b y V^SrSt 
20 -g-^P y ^it«U Hf^S^^ b y ^^Sr^fifei--5^S 
*2©««MH8J:t^?!«Sia:«'<^ hA- Steffi b 
T, tftlEBf-i-^^byv^S'Bt-^-yay^ai^U * 
^py^Sr^-TS^ by ^^Sr^-^S^Si:, tffIB 
e/a^i, SillE^2<OigHeSiSr^UTfFffiB$tt 

mt. IfriBift-JHPK;* b y ^^fcit^tfilEFffilS^cSrm 
^*p*TWISJP3t^ b y V^Sr^-TS^Si: Sr^tf 

(2 0) fSl 2 <Dm*£bmc-7v-y? • -y-^T 7 

a -fe y -y-tc J; o tiff $ttS^7"P ^7 A Sr|B1i 

te^p * y -y-ic ± o r^st •? -BitB^^p AiEttga 

T^feoT. ffliSBff^t;^, (a) SfflS^KDli^J;^ 
amjg-^ b/vSrffifflbT, by >-^SrBf#^P 

t> (b) m%d.$H2<Dm&i.T*%iMWLj£'<? b/wt b-C 

©Striae y-t— Ktttfflbr, Sfris^^. b 

y ^j/SrHlHf-^p^jgglU Wf*fb^ by ^^Sr^fifi 
t5^7?'7 , t 1 (c) tfJfH^ s/-fe— i^5l^:=i— K*3J: 
40 UfWIEffff-^-fkXby^^O-gC^i&^^-frTSt-i-^ 
h !) ^^W5^f y/iia OUffS^ tfflERt 

> ( a ) WIB^ 2 Ogi*5 J; l«D JWR Jfe^ ^ b 
t bT^ttrfEy y-tr— i^lMBa— KSrffifflbT, ftfflERf 

b y v^srst^p y ^3g«u bshmwws^ b y 

V^Sr^i-5Xxs'7 p t, (b) WiESSlOS&fcitf 
ffllUMRfe^^ b/i'Sr^ffl tt, ttrClf b y > 
^SrBf^P .y^»mb. *^ps/^St*1-5^ by 
^^Sr^i-S^.xs'^i:, (c) MIEft^p?/^ 

50 s-3</0 5,^ . ^y7<om^ct<om^m^nn-r 


(10) 


!|$M¥8-2 4 8 8 7 9 


17 

[02] SlIc^^^fc^Vfa-^ro^jg^i-^D 

[S3] ¥5:^Ht-8-^:^*^k-t-5*:^igw^fe>Sr^i- 


18 


10 


* [04] ffi-%X (E3I^V^T^^^c) if»«fc 

[@5] S3CD^7 i 3'7 p 7 0 Sr*-TEI-Cfc5„ 
[06] 0 3co^t 1 s'7'7 2 Sr^t-®-efc5o 
[07] E14<D^.X5'7'7 6 Sr^-rEl-CfeSo 
[08] @4©^T5-/7 8 Sr^-f-El-C*>S Q 
[09] 04©X7i-/8 0 Sr^-r0t?*>-5<, 
[*F*0>ttHl 

7 0 ^SrBf-§-Yt;b-CCBC-MACSr*J* 

7 2 ¥ASrBt#^bTHf-§-^ h D 

7 4 CBC-MACt/W^y^^SrM'&M-S 


II] 


[03] 



¥S:^S&^/tLTC BC-MAC 


CBC-MACfrU74-y^3 


.70 


,72 


,74 


[04] 


a h 'j y?o>-m c b c «t ^» 


3 h ')y#£C BCm-3ft|£LT 


76 


.78 


80 


.82 


[05] 
a 0 IV=0 

1_L 


C BC 


.82 


CBC-HAC=Y 


10 


[0 6] 
CBC-MAC=JV 


i I 

82 

CBC 





r=Y 1 -y 2 '...Y ]0 " 


«^=Y 10 Y 1 'Y 2 '...Y 9 ' 


(11) 


- 2 4 8 8 7 9 


[1212] 


21 


60 


62 


~~r~ 


61 


NOS 


RAM 
34 


36 


35 s 

,32 

/33 





ROM 




31. 


37 


a-K- 
■fix* 


42 


CD 
ROM 


38 


,56 


43 


3>*hC]-7 


39 


A 


50 


.40 


.41 


■7 


22 


23 


—r 


24 


' — 7 

25A 


25B 


107] 


v y 2--v 



[0 8] 


^ IV=0 


1 I 

84 



CBC 







&ffl¥-8-2 4 8 8 7 9 


[@9] 


86 


© 


*10 


¥*=x 1 x 2 ...x 9 nx 10 


r 10 


372 


This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 


Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 

□ BLACK BORDERS • " ' 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 


□ BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS ' 

□ GRAY SCALE DOCUMENTS ^ ; i 

□ LINES OR MARKS ON ORIGINAL DOCUMENT 

□ REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: : 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 


BEST AVAILABLE IMAGES 



FADED TEXT OR DRAWING 


